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Executive Summary

BlueField-4 DPU qualification for private Al is a system decision, not a chip-speed contest. NVIDIA's August
24, 2026 architecture defines scale-in as the access, security, storage movement, and operations domain
around Al compute. It places a host-side BlueField-4 DPU outside the tenant host while ConnectX-9 carries
tenant scale-out traffic in its Vera Rubin example. The storage-side BlueField-4 STX is a different design: a
self-hosted Vera CPU and ConnectX-9 processor for storage systems. A private cluster should assign each
traffic path and control owner before selecting either product. (developer.nvidia.com)

The DPU specification describes a 64-core Grace CPU, PCle Gen6 x16, up to 128 GB LPDDR5X, and up to
800 Gbls interfaces. These are configuration ceilings, not measured application throughput. NVIDIA reports 6
times predecessor compute, 2 times network bandwidth, and 4 times memory bandwidth in its August
architecture post. A July NVIDIA post instead says more than 3 times memory bandwidth. Buyers should
request the exact SKU, firmware, workload, and denominator behind these comparisons. (dam-
cdn.nvd.orangelogic.com) (dam-cdn.nvd.orangelogic.com) (developer.nvidia.com)

NVIDIA also reports up to 1.45 times storage throughput versus off-the-shelf Ethernet, with 5 GB, 10 GB,
and 50 GB file transfers shown. The public post does not give a complete host, switch, storage, concurrency,
and software topology, so the ratio is a vendor result to reproduce in the buyer's environment. Benchmark both
a conventional adapter baseline and a DPU design at the same offered load, recording delivered throughput,
packet loss, tail latency, host CPU time, power, and failure recovery. Use data-center benchmarking guidance
that reports packet drops and repeated-trial variation. (www.rfc-editor.org) (www.rfc-editor.org)

The 2026 software evidence demands version-specific proof. NVIDIA's DPF v26.4.1 hardware page explicitly
lists BlueField-3 support, while its DOCA Management Service guide documents a BlueField-4 out-of-band
installation path and labels DMS Alpha in the service inventory. Neither is a substitute for a signed OEM and
software support matrix for the proposed DPU SKU. The purchase gate is an evidence pack: supported bill of
materials, successful clean install and rollback, isolation tests, workload-level gains, and a cost model using
measured recovered host cores and quoted incremental network, power, software, and support costs. GPU
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https://developer.nvidia.com/blog/nvidia-bluefield-4-powers-new-scale-in-network-infrastructure-for-agentic-ai-factories/#:~:text=NVIDIA%20is%20introducing%20Scale-In%20network%20infrastructure%2C%20the%20fifth%20pillar%20of%20NVIDIA%20AI%20networking
https://dam-cdn.nvd.orangelogic.com/AssetLink/whs8mhb340t412js4612g3356607hapf.pdf#:~:text=Grace%20CPU%20with%2064x%20Arm
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Smith's stated practice of written acceptance criteria and as-built records is a useful first-party example of the
engineering process, without implying any BlueField-4 deployment history. (networking-docs.nvidia.com)
(networking-docs.nvidia.com) (networking-docs.nvidia.com) (gpusmith.com)

Introduction and Background

Private Al systems often have multiple networks and ownership boundaries: GPU communication, tenant
ingress, storage access, management, and the interfaces that move data between them. A data processing
unit (DPU) can run infrastructure work on a separate processor and network interface, but its value depends
on a measured constraint. A site with low host CPU pressure, simple tenancy, or a storage bottleneck
elsewhere may gain little from adding a DPU management plane. This report therefore treats BlueField-4 as a
candidate architecture requiring evidence rather than as an automatic upgrade. NVIDIA identifies access,
security, data movement, and infrastructure operations as the new scale-in domain.

The design question is concrete: which services must continue independently of the tenant host, which
packets must cross the DPU, and which team owns policy and recovery? NVIDIA's Vera Rubin illustration
assigns tenant scale-out traffic to ConnectX-9 SuperNICs and separate infrastructure work to BlueField-4. That
example does not establish the same wiring for every private server or OEM appliance. An architect should
draw the actual host, DPU, switch, storage, and management connections before writing a request for
proposal (RFP).

The publication-day evidence, September 29, 2026, is mixed by product and software version. NVIDIA's
January storage announcement anticipated partner availability in the second half of 2026; Supermicro
described a March STX server as a prototype with partner porting and validation in progress. Neither
statement proves that a particular purchasable server, country, firmware bundle, and support contract are
generally available. DPF's newest fetched support page still names BlueField-3 models. Treat availability and
interoperability as purchase-specific facts to confirm in writing. (nvidianews.nvidia.com) (ir.supermicro.com)
(ir.supermicro.com) (networking-docs.nvidia.com)

GPU Smith describes its work as specification, procurement, integration, and validation against written
acceptance criteria. For an adjacent engineering advisor, that perspective belongs in the qualification process,
not in a vendor product comparison. The criteria below are proposed lab methods; they are not a claim that
GPU Smith has validated BlueField-4. (gpusmith.com)

Definition and Taxonomy: Where Scale-In Fits

NVIDIA named scale-in the fifth pillar of its Al networking model in August 2026. The name matters because it
separates an access and infrastructure control path from the fast paths that connect GPUs and servers. The
five-pillar view is a topology map, not a promise that every deployment needs five independent fabrics. The
buyer should annotate the actual shared links, switches, traffic classes, and administrative owners.
(developer.nvidia.com)

Table 1 maps the named domains to the traffic that must be observed and the first owner to question during
qualification.
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https://networking-docs.nvidia.com/dpf/26.4.1#:~:text=DPF%20supports%20dual%20port%20NVIDIA%20BlueField-3%20DPUs.
https://networking-docs.nvidia.com/doca/archive/3-5-0/doca-management-service-guide#:~:text=BlueField-4%20DPU-mode%20OS%20installation%20is%20out-of-band.
https://networking-docs.nvidia.com/doca/archive/3-5-0/doca-services#:~:text=DMS%20%20%7C%20Provides%20centralized%20configuration%20and%20management%20for%20BlueField%20and%20NVIDIA%20networking%20devices.%20%20%7C%20Alpha
https://gpusmith.com/#:~:text=Every%20engagement%20is%20delivered%20against%20written%20acceptance%20criteria%20and%20an%20as-built%20documentation%20set.
https://nvidianews.nvidia.com/news/nvidia-bluefield-4-powers-new-class-of-ai-native-storage-infrastructure-for-the-next-frontier-of-ai#:~:text=which%20will%20be%20available%20in%20the%20second%20half%20of%202026
https://ir.supermicro.com/news/news-details/2026/Supermicro-Among-First-to-Unveil-NVIDIA-BlueField-4-STX-Storage-Server-to-Improve-AI-Inference-Performance/default.aspx#:~:text=Our%20prototype%20of%20the%20latest%20storage%20architecture%20demonstrates
https://ir.supermicro.com/news/news-details/2026/Supermicro-Among-First-to-Unveil-NVIDIA-BlueField-4-STX-Storage-Server-to-Improve-AI-Inference-Performance/default.aspx#:~:text=working%20with%20these%20software%20partners%20and%20others%20on%20porting%20and%20validation
https://networking-docs.nvidia.com/dpf/26.4.1/platform-support#:~:text=The%20following%20NVIDIA%20BlueField%203%20DPU%20models%20are%20recommended%20for%20DPF%3A
https://gpusmith.com/#:~:text=Every%20engagement%20is%20delivered%20against%20written%20acceptance%20criteria%20and%20an%20as-built%20documentation%20set.
https://developer.nvidia.com/blog/nvidia-bluefield-4-powers-new-scale-in-network-infrastructure-for-agentic-ai-factories/#:~:text=NVIDIA%20is%20introducing%20Scale-In%20network%20infrastructure%2C%20the%20fifth%20pillar%20of%20NVIDIA%20AI%20networking
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Domain Primary traffic or state Named NVIDIA Qualification owner and boundary
component
Scale-up GPU-to-GPU communication inside  NVLink Accelerator architect: verify topology and
an accelerator system collective workload behavior.
Scale-out Server-to-server training and Spectrum-X Ethernet or Fabric team: validate congestion, loss, and
inference traffic Quantum InfiniBand east-west service level.
Scale-across Inter-factory traffic Spectrum-XGS Ethernet Wide-area network team: validate distance,

routing, and site failure.

Context Shared key-value cache tier CMX storage on STX Storage team: validate cache workload and
memory persistence assumptions.
Scale-in Access, security, data movement, BlueField-4 DPU with Platform and security teams: validate

and infrastructure operations DOCA services independent control and north-south access.

The distinction prevents a common sizing error: adding an 800 Gbls scale-in interface does not increase
NVLink bandwidth or automatically accelerate the scale-out fabric. NVIDIA's compute-tray example describes
a separate 800 Gb/s north-south path and four 1.6 Th/s east-west paths. These rates refer to interfaces in a
particular architecture; an end-to-end application sees the slowest constrained stage, including host PCle,
switch oversubscription, storage service, and software policy. (pcisig.com)

An RFP should require a traffic diagram with numbered links and a service-to-link mapping. Mark user ingress,
east-west model traffic, checkpoint or retrieval traffic, telemetry, management, and remote-site replication. If a
flow bypasses the DPU, no DPU policy can be assumed to cover it. If all critical flows traverse the DPU, its
reboot and degraded behavior become a production availability requirement. Kubernetes NetworkPolicy itself
requires an enforcing plugin, illustrating why a declared policy object is not proof that the intended data path
enforces it. (kubernetes.io)

Components and Responsibilities

Host DPU, storage STX, and a conventional adapter

The BlueField-4 DPU is a host-attached infrastructure processor. NVIDIA's June datasheet lists a Grace CPU,
LPDDR5X, a PCle Gen6 x16 host interface, network interfaces, an integrated DPU baseboard management
controller (BMC), and security functions. NVIDIA warns in that same datasheet that hardware capability does
not by itself establish software feature availability; DOCA release notes govern that question. The STX is
described separately as a storage-side, self-hosted CPU and data-path engine with Vera CPU and ConnectX-
9. The difference changes the bill of materials and failure domain: a host DPU is installed with a compute
server, while STX belongs in the storage node. (dam-cdn.nvd.orangelogic.com) (dam-
cdn.nvd.orangelogic.com) (dam-cdn.nvd.orangelogic.com) (dam-cdn.nvd.orangelogic.com)

Table 2 separates roles and predecessor deltas. Every capacity is a published maximum or description that
must be checked against the offered part number.
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https://pcisig.com/pci-express-6.0-specification#:~:text=64.0%20GT%2Fs%20raw%20data%20rate%20and%20up%20to%20256.0%20GB%2Fs
https://kubernetes.io/docs/concepts/services-networking/network-policies/#:~:text=Creating%20a%20NetworkPolicy%20resource%20without%20a%20controller%20that%20implements%20it%20will%20have%20no%20effect.
https://dam-cdn.nvd.orangelogic.com/AssetLink/whs8mhb340t412js4612g3356607hapf.pdf#:~:text=Integrated%20DPU%20BMC
https://dam-cdn.nvd.orangelogic.com/AssetLink/whs8mhb340t412js4612g3356607hapf.pdf#:~:text=For%20feature%20availability%2C%20refer%20to%20the%20NVIDIA%20DOCA%20release%20notes.
https://dam-cdn.nvd.orangelogic.com/AssetLink/whs8mhb340t412js4612g3356607hapf.pdf#:~:text=For%20feature%20availability%2C%20refer%20to%20the%20NVIDIA%20DOCA%20release%20notes.
https://dam-cdn.nvd.orangelogic.com/AssetLink/2pgc1k5w103r3rfnn4n5weq08hec7038.pdf#:~:text=in%20a%20self-hosted%20architecture%2C%20the%20BlueField-4%20STX%20storage%20processor
https://dam-cdn.nvd.orangelogic.com/AssetLink/2pgc1k5w103r3rfnn4n5weq08hec7038.pdf#:~:text=functions%20as%20both%20the%20CPU%20and%20data-path%20engine
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Choice

BlueField-4 DPU

BlueField-4 STX

BlueField-3 DPU
reference

Conventional NIC
or SuperNIC

Placement and job

Compute-host infrastructure domain
for network, security, storage
access, and management
(developer.nvidia.com)

Storage-side self-hosted CPU and

data-path engine (dam-
cdn.nvd.orangelogic.com)

Existing host DPU baseline

Host-network interface without a
separate chosen DPU service plane

Published hardware evidence

64-core Grace CPU, up to 128 GB
LPDDR5X, PCle Gen6 x16, up to 800
Gb/s (developer.nvidia.com) (dam-
cdn.nvd.orangelogic.com)

Vera CPU plus ConnectX-9, with up to
1.6 Th/s Spectrum-X Ethernet
connectivity described by NVIDIA
(developer.nvidia.com)

Up to 16 Arm A78 cores, 32 GB DDR5,
up to 400 Gb/s, and PCle Gen5 lanes in
its datasheet (dam-
cdn.nvd.orangelogic.com)

ConnectX-9 carries tenant scale-out
traffic in NVIDIA's illustrated design

What the buyer must
prove

Slot, lanes, port split,
transceiver, power,
software, and host BIOS
support for exact SKU.

Storage chassis, media, file
protocol, switch, and
software stack actually
supported.

Compare identical offloaded
functions, packet mix, and
power rather than peak
labels.

Demonstrate that host CPU,
isolation, and recovery
targets are already met.

The table does not imply a universal BlueField-3 to BlueField-4 replacement. The DPU generation changes
processor and interface ceilings, while the STX choice changes which machine is the storage endpoint. A

conventional adapter remains rational when the host can absorb network work, isolation needs are already

met by the existing stack, and a DPU adds no measured workload gain. Conversely, a buyer needing host-

independent enforcement or operational services should price the entire control plane, not only the card. PCI-
SIG's 64.0 GT/s and 256.0 GBIs x16 PCle 6.0 figures describe the bus specification, not the throughput of a
BlueField-4 application. (pcisig.com)

DOCA services and the control plane

NVIDIA's DOCA service list gives Host-Based Networking (HBN) hardware-accelerated BGP/EVPN routing,
equal-cost multipath, layer-four firewalling, and network address translation on BlueField. Argus monitors a
Linux host from a separate DPU trust domain and its guide says the container requires privileged mode for full

host-memory access. DOCA Telemetry Service offers export mechanisms including Prometheus, Fluent Bit,

and OpenTelemetry. Each feature creates a separate configuration and access-control surface that the

platform team must test. (networking-docs.nvidia.com) (networking-docs.nvidia.com)

The DOCA Platform Framework (DPF) automates DPU provisioning and lifecycle, but version matters. The

fetched v26.4.1 documentation says it supports dual-port BlueField-3 DPUs and recommends specific
BlueField-3 models. Its operator upgrade guide requires DPUs to be ready and healthy and documents

previous-release-to-current-release upgrades. Those pages do not confirm BlueField-4 support. A sales

statement that DPF exists cannot replace a release-specific matrix mapping the proposed DPU SKU to

baseboard firmware bundle, DOCA version, Kubernetes version, and operator release. (networking-
docs.nvidia.com) (networking-docs.nvidia.com)
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https://developer.nvidia.com/blog/nvidia-bluefield-4-powers-new-scale-in-network-infrastructure-for-agentic-ai-factories/#:~:text=BlueField-4%20serves%20as%20the%20infrastructure%20processor%20for%20Scale-In%20and%2C%20separately%2C%20as%20the%20data%20and%20storage%20processor%20for%20CMX.
https://developer.nvidia.com/blog/?p=119831#:~:text=up%20to%20800%20Gb%2Fs%20Ethernet%20or%20InfiniBand%20connectivity%2C%20a%2064-core%20NVIDIA%20Grace%20CPU
https://dam-cdn.nvd.orangelogic.com/AssetLink/whs8mhb340t412js4612g3356607hapf.pdf#:~:text=Up%20to%20128%20GB%20LPDDR5x
https://dam-cdn.nvd.orangelogic.com/AssetLink/whs8mhb340t412js4612g3356607hapf.pdf#:~:text=Up%20to%20128%20GB%20LPDDR5x
https://dam-cdn.nvd.orangelogic.com/AssetLink/2pgc1k5w103r3rfnn4n5weq08hec7038.pdf#:~:text=functions%20as%20both%20the%20CPU%20and%20data-path%20engine
https://dam-cdn.nvd.orangelogic.com/AssetLink/2pgc1k5w103r3rfnn4n5weq08hec7038.pdf#:~:text=functions%20as%20both%20the%20CPU%20and%20data-path%20engine
https://developer.nvidia.com/blog/scaling-agentic-ai-factories-through-extreme-co-design-with-nvidia-bluefield/#:~:text=up%20to%201.6%20Tb%2Fs%20of%20Spectrum-X%20Ethernet%20connectivity
https://dam-cdn.nvd.orangelogic.com/AssetLink/tlf6ud477c3bc846ci7m252l3x3a2yrh.pdf#:~:text=Up%20to%2016%20Armv8.2%2B%20A78%20Hercules%20cores
https://dam-cdn.nvd.orangelogic.com/AssetLink/tlf6ud477c3bc846ci7m252l3x3a2yrh.pdf#:~:text=Up%20to%2016%20Armv8.2%2B%20A78%20Hercules%20cores
https://pcisig.com/pci-express-6.0-specification#:~:text=64.0%20GT%2Fs%20raw%20data%20rate%20and%20up%20to%20256.0%20GB%2Fs
https://networking-docs.nvidia.com/doca/archive/3-5-0/doca-argus-service-guide#:~:text=The%20DOCA%20Argus%20service%20container%20must%20run%20in%20privileged%20mode
https://networking-docs.nvidia.com/doca/archive/3-5-0/doca-telemetry-service-guide#:~:text=DTS%20supports%20the%20following%20export%20mechanisms%3A
https://networking-docs.nvidia.com/dpf/26.4.1/platform-support#:~:text=The%20following%20NVIDIA%20BlueField%203%20DPU%20models%20are%20recommended%20for%20DPF%3A
https://networking-docs.nvidia.com/dpf/26.4.1/platform-support#:~:text=The%20following%20NVIDIA%20BlueField%203%20DPU%20models%20are%20recommended%20for%20DPF%3A
https://networking-docs.nvidia.com/dpf/26.4.1/dpf-operator-upgrade-guide#:~:text=All%20DPUs%20MUST%20be%20in%20a%20ready%20and%20healthy%20state
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For BlueField-4, the fetched DOCA Management Service guide documents an out-of-band DPU-mode
operating-system installation through BMC with ISO or PLDM options. It also says PLDM activation requires
an external full-card power cycle. The DOCA service inventory labels DMS Alpha, which is a maturity

designation to discuss with the vendor, not evidence that a particular workflow is unsupported. Ask for the

intended production management tool, its support status, and a witnessed recovery procedure. Redfish's task-
monitor model is a useful standard pattern: a request being accepted is different from the operation reaching

completion. (networking-docs.nvidia.com) (redfish.dmtf.org)

Implementation and Qualification Plan

Establish the baseline and the acceptance worksheet

Qualification begins with a stable conventional network adapter baseline. Record model serving or training

mix, request size, concurrency, packet size, file size, encryption, tenants, offered load, CPU utilization by

process and core, switch counters, storage service time, and power at the wall. Use the same host, switch
class, storage target, and workload in the DPU run unless the proposed architecture explicitly changes them.

Document every changed component. RFC 8239 calls out bursty data-center traffic and mixed traffic patterns;

RFC 2544 defines a repeatable network-device throughput procedure and several frame sizes. Neither
standard alone reproduces a private Al workload, so use its measurement discipline alongside application-

level tests. (www.rfc-editor.org) (www.rfc-editor.org) (www.rfc-editor.org)

Table 3 is a sample acceptance worksheet. Thresholds are deliberately buyer-defined because published peak

specifications cannot set a meaningful service level for an unknown topology.

Gate

Network
delivery

Host CPU

reclamation

Tail latency

Storage access

Isolation

Failover

Baseline and DPU run

Offered and delivered Gb/s per port at
several packet sizes, encryption states, and
tenant counts (www.rfc-editor.org)

Host core-seconds per million requests or
per transferred TB

p50, p95, and p99 request, flow, and storage
latencies at matched concurrency

Read/write throughput and latency at 5, 10,
and 50 GB plus buyer-specific object sizes

Allowed and denied cross-tenant flows,
policy updates, host reset, and DPU reset
(kubernetes.io)

Host, DPU, BMC, service, link, and switch
maintenance events (redfish.dmtf.org)

Private Al infrastructure - GPU engineering - Inference operations

Evidence to retain

Traffic-generator profile, port
counters, drops, and link maps
(www.rfc-editor.org)

Per-core samples, process
attribution, interrupt rates, and
workload throughput

Raw latency samples, synchronized
clocks, repeated trials (www.rfc-
editor.org)

Storage server, cache state, media,
protocol, queue depth, and switch
setup (www.spec.org)

Policy versions, packet captures,

audit events, recovery timeline

Task completion, health signals,
recovery time, no silent policy gap

Example decision rule to
set before testing

Pass only at buyer's
minimum delivered rate
and maximum loss.

Pass only if saved core
capacity is usable by the
target workload.

Pass at the busiest
planned tenant mix, not
idle line rate.

Pass on reproducible
application gain, not
vendor relative ratio.

Pass only when
enforcement and rollback
match the written matrix.

Pass at buyer's recovery

objective and documented
degraded mode.
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https://networking-docs.nvidia.com/doca/archive/3-5-0/doca-management-service-guide#:~:text=PLDM%20activation%20requires%20an%20external%20full%20card%20power%20cycle.
https://redfish.dmtf.org/schemas/DSP0266_1.20.1.html#:~:text=To%20query%20the%20status%20of%20an%20operation%20and%20determine%20when%20the%20operation%20has%20been%20completed
https://www.rfc-editor.org/rfc/rfc8239.html#:~:text=patterns%20can%20be%20bursty%20in%20nature%20and%20contain%20many-to-one%2C
https://www.rfc-editor.org/rfc/rfc2544.html#:~:text=The%20throughput%20is%20the%20fastest%20rate%20at%20which
https://www.rfc-editor.org/rfc/rfc2544.html#:~:text=at%20least%20five%20frame%20sizes%20SHOULD%20be%20tested
https://www.rfc-editor.org/rfc/rfc2544.html#:~:text=at%20least%20five%20frame%20sizes%20SHOULD%20be%20tested
https://www.rfc-editor.org/rfc/rfc8239.html#:~:text=Packet%20drops%20MUST%20be%20expressed%20as%20a%20count%20of%20packets
https://www.rfc-editor.org/rfc/rfc8239.html#:~:text=The%20relative%20standard%20deviation%20SHOULD%20be%20below%2010%25.
https://www.rfc-editor.org/rfc/rfc8239.html#:~:text=The%20relative%20standard%20deviation%20SHOULD%20be%20below%2010%25.
https://www.spec.org/sfs2014/#:~:text=measuring%20file%20server%20throughput%20and%20response%20time
https://kubernetes.io/docs/concepts/services-networking/network-policies/#:~:text=Creating%20a%20NetworkPolicy%20resource%20without%20a%20controller%20that%20implements%20it%20will%20have%20no%20effect.
https://redfish.dmtf.org/schemas/DSP0266_1.20.1.html#:~:text=To%20query%20the%20status%20of%20an%20operation%20and%20determine%20when%20the%20operation%20has%20been%20completed
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The worksheet forces normalization. Report both wire-rate and useful application bytes; line rate at large
frames cannot be compared with small-packet processing or encrypted traffic. Record the number of
repetitions and variation. RFC 8239 recommends relative standard deviation below 10% and reporting
packet drops as counts. For storage, SPEC SFS illustrates why throughput and response time must be paired
and why different application workloads are not directly comparable. The buyer's own file and request
distribution remains the final reference. (www.rfc-editor.org) (www.rfc-editor.org) (www.spec.org)
(www.spec.org)

Compatibility and bill of materials

The proposed bill of materials (BOM) needs a compatibility row for every component, even if a vendor quotes
a complete rack. A row should state exact part number, firmware, software, supported feature, validation
owner, support entittement, and the source of proof. Include the host server, PCle slot and lane allocation,
DPU, optics and cables, switches, storage targets, BMC, operating system, DOCA bundle, orchestrator,
telemetry endpoint, and offline artifact mirror. PCle 6.0's nominal link capability should be checked against the
motherboard's negotiated link and the actual card lane allocation. (pcisig.com)

« Hardware gate: Obtain an OEM validation record for the complete host, DPU SKU, optics, switch, and
storage path. Record thermal and power envelope, BMC reachability, and spare-part replacement
sequence.

» Software gate: Require the vendor's version matrix for DPU firmware, BlueField bundle, host driver,
DOCA service images, DPF or other operator, and Kubernetes. DPF v26.4.1's fetched matrix is explicitly
BlueField-3-oriented.

« Support gate: Obtain written licensing, support, escalation, and delivery terms for each service and
geography; the public architecture post is not a support contract.

« Air-gap gate: Stage signed images, manifests, dependencies, and rollback packages in the
disconnected environment. NVIDIA documents air-gapped DPU container deployment, which still
requires an image and supporting artifacts. (networking-docs.nvidia.com)

« Proof gate: Retain boot logs, firmware inventory, applied policy, test scripts, raw telemetry, and a signed
deviation list so another operator can repeat acceptance.

If a SuperNIC or ordinary network interface meets the same throughput, CPU, isolation, and recovery
thresholds at lower operational cost, that result should be allowed to win. If the DPU meets a host-independent
policy requirement that the baseline cannot, the report should identify that value separately from raw
bandwidth. The decision is a measured systems comparison.

Security, Operations, and Failure Domains

The DPU creates a distinct trust and maintenance boundary. In NVIDIA's architecture, BlueField-4 processes
infrastructure services outside the tenant host, while ConnectX-9 can enforce policies in the data path under
the Astra framework. NIST's zero-trust architecture cautions against granting implicit trust based only on
network location. Thus the BMC, host, DPU OS, service containers, policy controller, telemetry collector, and
storage system each need an identity, authorization model, and audit trail. A separate processor does not
eliminate the need to define who can change its policy. (csrc.nist.gov)
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Build a trust-boundary worksheet with the following controls:

« BMC and firmware: Record separate administrators, management network, credentials, firmware
versions, secure boot state, and attestation evidence. The BlueField-4 datasheet lists SPDM attestation
and secure boot capabilities; prove the exact OEM implementation and certificate process.

« Host and DPU: Identify which host services are offloaded, which host processes can access DPU
management, and what happens during host or DPU reboot. Argus' privileged container requirement
belongs in the security review.

« Policy: Version every network and security rule. Test a controlled rollout, rejection, rollback, and a host
reset while flows continue. A Kubernetes policy object without an enforcing controller has no effect.
(kubernetes.io)

» Telemetry: Verify DPU, host, switch, and storage metrics can be correlated to one request or test
interval. NVIDIA lists Prometheus, Fluent Bit, and OpenTelemetry export options for DOCA Telemetry
Service.

« Recovery: Prove the difference between an accepted management request and a completed task. For
BlueField-4 PLDM activation, schedule the documented full-card power cycle and verify the post-reboot
version. (redfish.dmtf.org)

NVIDIA's BlueField BSP v4.16.0 notes describe staged software and firmware updates that activate on reboot.
The operational test should therefore measure a whole lifecycle: stage, verify, drain, reboot, attest, restore
policy, verify workload, and roll back after a deliberately failed acceptance condition. DPF's upgrade guide has
ready-and-healthy prerequisites, but the buyer must establish whether that workflow applies to the chosen
BlueField-4 release. Linux devlink provides standardized device and firmware reporting and health interfaces;
its presence in a host stack should be tested rather than presumed. (networking-docs.nvidia.com) (networking-
docs.nvidia.com) (docs.kernel.org)

The operating-system question deserves precision. DOCA v3.5.0 general support describes Ubuntu 24.04 64k
as the default BlueField bundle OS. Canonical's publicly fetched Ubuntu support article is specifically about
BlueField-3. It cannot establish a BlueField-4 OS entitlement, certification, patch cadence, or air-gap update
path. Obtain those statements for the exact BlueField-4 build and support contract. Kubernetes readiness
probes can remove an unready container from service, but the team must separately test whether the DPU's
network policy and data path remain correct while a service restarts. (networking-docs.nvidia.com)
(ubuntu.com) (kubernetes.io)

Data Analysis and Evidence

The most useful public numbers are specification ceilings and relative vendor tests, each with a different
decision value. The DPU datasheet's 800 Gbls interface and 128 GB LPDDR5X upper bounds define a
hardware envelope. PCI-SIG's PCle 6.0 x16 transfer rate is a bus envelope. Neither measures line-rate policy
processing, storage access, or host CPU reclaimed in the proposed server. A design should convert the
envelope into a port map and then into delivered bytes per second under actual traffic. (pcisig.com)
(www.nvidia.com)
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NVIDIA's August claim ledger contains 6 times compute, 2 times network bandwidth, and 4 times memory
bandwidth relative to a predecessor. Its July post says more than 3 times memory bandwidth and 4 times
memory capacity. These statements are not necessarily inconsistent if configurations or rounding differ, but
the public wording does not explain the comparison basis. Request processor SKU, clock, memory channels
and rate, measurement tool, predecessor SKU, and thermal conditions before using the ratios in a financial
model. The sourced BlueField-3 datasheet lists 16 Arm cores, 32 GB DDR5, and up to 400 Gb/s; those
published limits explain the direction of the product change, not the size of an application gain.
(developer.nvidia.com) (developer.nvidia.com) (dam-cdn.nvd.orangelogic.com)

The up to 1.45 times storage-throughput claim is explicitly tied to BlueField-4 plus Spectrum-X versus off-
the-shelf Ethernet, with 5, 10, and 50 GB file sizes. Without published host, switch, media, cache, concurrency,
and software versions in that page, the defensible calculation is a local paired test. Let T_base and T_dpu be
measured useful throughput for an identical workload; compute gain = T_dpu / T_base, then report latency
and CPU cost alongside it. A ratio above one is useful only if it persists at the planned load and does not break
isolation or recovery targets. (developer.nvidia.com)

Economics should be equally local. Let C_host be reclaimed host core-seconds on a measured operating day,
D_year the actual operating days per year, U the fraction of that daily saving usable across those days (from O
to 1), V_core the buyer's value per usable core-second, and C_incremental, year the quoted annualized
DPU, switch, optics, power, software, operations, and support cost. Compare annual values: C_host x
D_year x U x V_core (value per year) against C_incremental,year (cost per year). Document the operating
schedule and load profile used for D_year and U; neither side should be filled with NVIDIA's relative
benchmark or a guessed list price. The U.S. Department of Energy's annual-savings method likewise
multiplies savings measured over a shorter interval by operating time to obtain an annual amount. Add any
measured application throughput benefit only once, so that the same recovered CPU is not double-counted as
both capacity and reduced cost. SPEC's storage methodology pairs throughput with response time, and RFC
8239 calls for repeated trials with variation disclosed; both principles help keep the model tied to reproducible
evidence. (www.spec.org) (www.rfc-editor.org)

Availability numbers also need bounded reading. NVIDIA announced second-half-2026 partner storage
platforms in January and repeated that expectation in March. HPE announced support for the STX reference
architecture, while Supermicro described a prototype. Those are partner intent and development evidence, not
a purchase-order-ready bill of materials for every region. An RFP should ask for ship date, field-replaceable
unit, lead time, spare policy, supported firmware, and named escalation path. (nvidianews.nvidia.com)
(nvidianews.nvidia.com) (www.hpe.com) (ir.supermicro.com)

Implications and Future Directions

For a near-term private Al design, BlueField-4 is most compelling when the operator can specify a host-
independent service that matters: enforceable tenant separation, network processing that consumes scarce
host cores, storage access constrained by the existing path, or policy and telemetry that must remain visible
during host lifecycle events. Each use case needs its own success criterion. A card purchased to improve all of
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them at once is difficult to evaluate because a good result in one test can hide a regression in another.
NVIDIA's architecture explicitly separates scale-in from the other network domains, which makes the use-case
boundary testable.

The near-term technical risk is integration specificity. A published feature in a DPU datasheet, a DOCA
service guide, and an OEM server announcement can describe three different levels of readiness. DPF
v26.4.1's fetched hardware list names BlueField-3, whereas the DOCA Management Service guide documents
a BlueField-4 installation path and the service inventory calls DMS Alpha. The buyer should require the vendor
and OEM to reconcile those facts in a supported configuration statement. Do the same for Argus, Vault, HBN,
telemetry, Spectrum-X integration, and STX storage software. (networking-docs.nvidia.com)

A useful procurement sequence is architecture map, compatibility matrix, lab baseline, paired tests,
failure rehearsal, then commercial commitment. The written acceptance pack should include raw counters
and workload traces, firmware and software manifests, policy snapshots, test exceptions, power
measurements, and support contacts. GPU Smith's own description of as-built documentation and validation
against acceptance criteria illustrates why this evidence should survive the handover, regardless of which
vendor is chosen. (gpusmith.com)

Future DOCA releases or OEM systems may expand support. Treat each release as a new candidate with a
new matrix and regression test. The architectural decision should remain reversible: preserve the conventional
adapter baseline, export policies in a documented form, and reserve maintenance windows for firmware
changes. The value of a DPU becomes credible when a private cluster demonstrates repeatable service
guality and an operational path through upgrades and replacement.

Frequently Asked Questions (FAQs)

What is BlueField-4 scale-in networking?

NVIDIA uses scale-in for access, security, data movement, and infrastructure operations around Al compute,
with BlueField-4 as an infrastructure processor. It is separate from NVLink scale-up, server-to-server scale-out,
and inter-factory scale-across. In a private design, draw the actual north-south and east-west paths rather than
assuming the reference architecture maps one-to-one to the installed system.

Is BlueField-4 STX the same product as the host DPU?

No. The STX datasheet defines a self-hosted storage processor that functions as a CPU and data-path
engine, while the DPU is the compute-host infrastructure processor. The STX reference architecture may use
Spectrum-X Ethernet and CMX context memory; it is not a drop-in host DPU qualification result. (dam-
cdn.nvd.orangelogic.com) (dam-cdn.nvd.orangelogic.com) (developer.nvidia.com)

Which DOCA and DPF requirements should be checked?

Use the exact DOCA release, BlueField bundle, firmware, host driver, operator, Kubernetes release, and
service images named in the OEM support matrix. The fetched DPF v26.4.1 page supports dual-port
BlueField-3, while a DOCA guide documents BlueField-4 BMC-based installation. Confirm each desired
service against the BlueField-4 SKU and its support terms. (networking-docs.nvidia.com)
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How should a BlueField-4 DPU be benchmarked?

Compare a conventional adapter and the proposed DPU under the same workload and topology. Measure per-
port delivered throughput, drops, p99 latency, host core-seconds, storage response time, power, policy
behavior, and recovery time. Record packet and file sizes, concurrency, encryption, software versions, and
repeated-trial variation. RFC 8239 supplies data-center benchmark reporting discipline, while SPEC SFS
illustrates storage throughput and response-time pairing. (www.rfc-editor.org) (www.rfc-editor.org)
(www.spec.org)

What proves deployment readiness?

A ready design has a purchasable exact SKU, OEM and software support statement, reproducible acceptance
data, documented offline installation and rollback where required, spare and support terms, and witnessed
failure recovery. Product launch timing alone cannot supply that evidence. The public Supermicro STX
announcement described a prototype, and NVIDIA's DPF list still specified BlueField-3 hardware when fetched
for this report. (ir.supermicro.com)

Conclusion

BlueField-4 should enter a private Al design only when a defined infrastructure path or trust boundary needs
capabilities the present adapter and host cannot provide economically. The host DPU, storage STX, scale-out
SuperNIC, and CMX tier are distinct roles. NVIDIA's published specifications establish a substantial hardware
envelope, and its relative performance claims identify experiments worth running. They do not establish the
buyer's application gain or complete operating model.

The practical commitment point is a signed compatibility matrix and an acceptance pack from the proposed
topology. Require matched baseline and DPU runs for delivered throughput, usable host CPU recovery, tail
latency, storage behavior, tenant isolation, power, and failover. Keep the software version and SKU attached to
every result. Where a supported BlueField-4 service or general availability cannot be established from current
public documentation, make it a written RFP condition. That approach turns the August scale-in concept into a
testable purchasing decision.
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